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NHO®OPMALNMOHHAS ITAMSITKA
AJIA OBYYAIOINUXCA AJI51 PASMELLEHU S
HA OPUIHUAJIBHBIX UHTEPHET-PECYPCAX

C KaXXIbIM I'0JIOM MOJIOZCKH B HHTEPHETE CTAHOBUTHCS OOJIBIIE, a IIKOJIb-
HUKHA OJHU M3 CaMbIX aKTHUBHBIX MOJib3oBaTeneil Pynera. Mexmy TeMm, mOMHMO
OFPOMHOI'0 KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HeCeT U MpoOIeMbl. JTa MaMsT-
Ka JJ0JDKHA IIOMOYb TeOe Oe30IacHO HaXOAUTHCS B CETH.

KomneroTepHbie BUPYCBI

KoMmbroTepHBI BUPYC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX MPOTPaMM,
OTJIMYUTENIbHOH OCOOEHHOCTBIO KOTOPOH SIBIISETCS CIIOCOOHOCTD K Pa3MHOKEHHIO.
B nononnenue x 3ToMy, BUPYCBHI MOTYT MOBPEIUTH HIIA MOJTHOCTBIO YHUUYTOKUTH
Bce (baiiyibl U JaHHbIe, TTOJIKOHTPOJIBHBIE [T0JIH30BATENIO, OT UMEHU KOTOPOro Obuia
3alylleHa 3apa)KeHHasl [porpamMma, a Tak)Ke MOBPEeIUTh WUJIU JaKe YHUUYTOXKUTH
ONEpallMOHHYIO CUCTEMY CO BceMmH (ailnamMu B 1enoM. B GonblIMHCTBE CiiydaeB
pacnpoCTPaHSIOTCS BUPYCHI Uepe3 UHTEPHET.

MeToasl 3alUTHI OT BPEIOHOCHBIX MPOTPaMM:

1. Wcnone3yil coBpeMeHHbIe OIepalMOHHbIe CUCTEMBbl, UMEOIIe Cepbes-
HBIH YPOBEHb 3aIIUThI OT BPEIOHOCHBIX ITPOTPAMM;

2. IlocTosIHHO ycTaHaBIMBail mayTH (UUQPOBBIE 3aIlIaTKU, KOTOpPBIE aBTO-
MaTHYEeCKM yCTaHABIMBAIOTCS C LENbI0 TOPadOTKU MPOrpaMMBbl) U Apyrue oOHOB-
JeHWsl CBOeH omepanMoHHOW cucteMbl. CKaunMBail WX TOJBKO C OQHIIMAIBHOTO
caifta paspaborunka OC. Ecnm cyuiecTByeT peKMM aBTOMaTU4ecKoro oOHOBIIe-
HUSl, BKIIIOUH €ro;

3. Paboraif Ha cBoeM KOMITIBIOTEpE MO MpaBaMy MOJIb30BaTeNsA, a HE aAMHU-
HUCTpaTOpa. DTO HE MO3BOJUT OOJIBIIMHCTBY BPELOHOCHBIX IIPOrpaMM HHCTAIUIU-

POBAaTbCs Ha TBOCM IICPCOHAJIbHOM KOMIIBXOTCPE,
4. Mcnonb3yd aHTUBHPYCHBIE IPOIPaMMHBIE IIPOAYKTbI M3BECTHBIX IPOM3-

BOJUTENEH, C aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuyb GU3NUECKHUH TOCTYT K KOMIIBIOTEPY MJIsl TOCTOPOHHMX JIHII;

6. Mcnonp3yii BHeIIHUE HOCUTENTH UHGPOpPMAIMU, TaKue Kak (relka, TUCK
WK Gaiil U3 UHTEepHEeTa, TOJIbKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7. He oTKphIBall KOMIIBIOTEpHBIE (haliiIbl, [TOTyYEHHbIE U3 HEHAIEe)KHBIX HC-
TOYHHUKOB. [laxke Te ¢ailyibl, KOTOpble MPUCIA TBOW 3HAKOMBIW. Jlyulie yToyHu y
HEro, OTIPaBJIsLI JIM OH TeOe HX.

Cern WI-FI

Wi-Fi - 310 He BUj nepeayu 1aHHbBIX, HE TEXHOJIOTHS, @ BCEro JUIIbL OpeH I,
Mapka. Eme B 1991 rony HumepiaHackas KOMIIAHUS 3apeTHCTpHpoBalia OpeH.
«WECA», uto obo3Havano cioBocodetanue «Wireless Fidelity», koTopslif nepe-
BOJMUTCS KaK «0ecIpoBOIHAsI TOUHOCTEY.

Jlo HaIero BpeMeHHU Jloluuia apyras abopeBuatypa, KOTopast sBIsIeTCs] TaKOH



)Ke TexHojiorued. Oto abbpesuatypa «Wi-Fi». Takoe Ha3zBaHHe OBLIO JaHO ¢
HaMEKOM Ha CTaHJapT BbICLIeH 3ByKoBo# TexHUKH Hi-Fi, 4To B mepeBoge o3Haya-
€T «BBICOKAsi TOYHOCTHY.

Ha, OecIiIaTHBIM MHTEPHET-AOCTYI B Kade, OTeNsAX U a’poropTax ABJSETCA
OTJIMYHOKW BO3MOJKHOCTBIO BBIXOAA B MHTepHEeT. Ho MHOTHME 3KCHepThl CUMTAIOT,
uro obmenoctynHblie Wi-Fi ceTn He SBISIOTCS O€30MacHBIMU.

CoBertsl 110 6e30macHOCTH paboThI B OOIIENOCTYMHBIX ceTax Wi-fi:

1. He nmepenasaii cBoro JM4HYIO HHpOpMaLHIO yepe3 oduienoctynabsie Wi-Fi
ceTd. PaGoTas B HHX, XKeJaTeJIbHO HE BBOAUTH MMAPOJIH AOCTYIIA, JOTHHBI U KaKHe-
TO HOMEDA,

2. Vicnonp3yii 1 0OHOBIIAM aHTUBUPYCHBIE MPOrpaMMbl U OpanaMayep. Tem
CaMBIM TbI 00e30nacuIIb ce0s OT 3aKauKU BHPYCa Ha TBOE YCTPONUCTBO;

3. IIpu ucnons3oBanuu Wi-Fi otkmoun dyHkuuio «O0mwmit goctymn x daii-
JaM U IpuHTepaM». JlaHHas (yHKUMS 3aKpbITa MO0 YMOJYaHHUIO, OJHAKO HEKOTO-
pBIe IOIB30BaTENN aKTUBUPYIOT €€ IJIsi yIOoOCTBa HMCIOJIB30BaHHS B paboTe WA
y4eoe;

4. He wucnone3yil nyOmuunerii WI-FI 118 nepenaum JHYHBIX JaHHEIX,
HalpUMep Ul BBIXO/1a B COLIMANIBHBIE CeTH WITH B DJICKTPOHHYIO MOUTY;

5. Mcnonb3yli ToIbKO 3amuienHoe coequHenue yepe3 HTTPS, a ne HTTP,
T.€. IIpy Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOunbsHOM Tenedone otkimoun pyHkuuto «llogkmodenne k Wi-Fi aB-
Tomatudecku». He nomyckail aBTOMaTHYeCKOro IMOAKIIOYEHHUS YCTPOUCTBA K Ce-
M Wi-Fi 6e3 TBoero cornacus.

CouunanbHble CeTH

CouuanbHble CeTH aKTUBHO BXOJST B HAIly KU3Hb, MHOTHE JIFOIH pabOoTaIoT
¥ KMBYT TaM IIOCTOSIHHO, a B Facebook yixe 3apeructpupoBan MUILTHAP]] YeJIOBEK,
YTO SBIIE€TCS OAHOM ceIbMOM Bcex JKuTesell miaHeTsl. MHOTHe MO0Jb30BaTeId He
IOHUMAIOT, YTO HHGpOpMAIHs, pa3MelleHHas UMM B COITHATBHBIX CETAX, MOKET
OBbITh HalilleHa W UCIIOJh30BaHA KEM YTOJHO, B TOM YHCIIe He 00s3aTebHo ¢ Oia-
I'MMH HAMEPCHISIMHU.

OCHOBHBIE COBETHI 110 6€30TTACHOCTH B COI[UATTBHBIX CETAX:

1. Orpanu4p crucok Apysed. Y TeOs B APY3bAX HE OJDKHO OBITH CIlydai-
HBIX U HE3HAKOMBIX JIFOJICH;

2. 3amMInai cBOXO YacTHYIO KU3Hb. He yka3pIBall maposu, TeaedoHsbl, aape-
ca, 1aTy TBOEro POXKIECHHUS U APYTYIO JIMYHYI0 WHPOPMAIHIO. 3TOYMBIILIEHHUKH
MOTYT UCIIO/IB30BaTh Ja)ke NH(POPMAILMIO O TOM, KaK Tl ¥ TBOM POJMTEIH ILIaHHU-
pyeTe NpOBECTH KaHUKYJIBI;

3. 3amuinai CBOIO pelmyTaluio - JEpKU €€ B YUCTOTE U 3adaBail ceOe BO-
npoc: XoTen Obl Thl, UTOOBI IpyrUe MOJb30BATEIH BUACTH, YTO ThI 3arpy’Kaelib?
[Tonymalii, mpexie 4eM 4To-TO OIyOJIUKOBaTh, HAUCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOPHUUIB C JIFOJbMHU, KOTOPBIX HE 3Haelllb, HE UCIIOB3YH CBOE
peaJlbHOE UMs U OPYTylO JUYHYIO MH()OpPMALUU: UMs, MECTO KUTEJIbCTBA, MECTO
y4eObl U Mpodee;

5. Us0erali pasmemenus ¢ororpaduii B MHTepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPOH MOXKHO ONPEAETUTh TBOE€ MECTOMOJOKEHHUE;



6. IIpu perucTpany B COLUATBHON CETH HEOOXOIUMO HCIIOIL30BATh CIO0XK-
HBI€ TIAPOJIH, COCTOAIIME U3 OyKB U HUGP U C KOJTHIECTBOM 3HAKOB He MeHee §;

7. JIns COLUMANbHON CeTH, MOYTHI U JIPYTHX CAMTOB HEOOXOJUMO HCIIOIb30-
BaTh pasHele maposin. Toraa ecnu Tes B3IIOMAIOT, TO 3II0YMBIIIIEHHAKH MOJTy4aT
JOCTYI TOJIEKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBIE JIeHbIH’

DNIeKTPOHHbIE JEHBIU - 3TO OYEHb YIOOHBIN CIIOCOO IUTATEekKEH, OIHAKO Cy-
HICCTBYIOT MOIIE€HHUKH, KOTOPBIE XOTAT MOJIYYHUTh 3TH JCHBIH.

DJeKTpOHHbIE NeHBI'H MOSBUIUCH COBCEM HEIABHO M UMEHHO H3-3a 3TOr0 BO
MHOTHX IoCyJapcTBax A0 CHUX IIOp He MPOIHUCcaHO PO HUX B 3aKOHAaX.

B Poccun xe oHU (QyHKIMOHUPYIOT U O HUX YK€ MPOIKMCAHO B 3aKOHE, IJIe
UX pasleligloT Ha HECKOJIbKO BHJOB - aHOHUMHBIE U HEe aHOHUMHbIE. Pa3Huia B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pellaercsi MIPOBOAUTE Olepaluu 6e3
UJIeHTU(UKAINY [10JIb30BaTeNs, & B HEAHOHUMHBIX MIEHTU(GHUKAIIMS [10JIb30BaTeNs
ABIISIETCS 00513aTEILHOM.

Taxoxe cienyeT paznuyaTh J1€KTPOHHbIE (DMaTHBIE TEHbIH (paBHBI rocyaap-
CTBEHHBIM BalIOTaM) U 3JIEKTPOHHble HeduaTHbIe NEHBIHW (HE PaBHBI Trocyaap-
CTBEHHBIM BaJIFOTaM).

OcHoBHBIE COBETHI 10 0€30MacHOi paboTe C 3JEKTPOHHBIMH JI€HbIaMHU:

1. IlpuBsku K c4yeTy MOOUIBHBINA TelneQOoH. DTO caMbIil YIOOHBIA U OBICT-
PBIi cr10co0 BOCCTAHOBUTH JIOCTYT K cuetry. [IpuBsi3aHHBIN TeleOH MOMOXKET, ec-
14 3a0ynelb CBOM IUIaTEXHBIM MapoJib WIM 3aiielllb Ha CaiT ¢ HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonb3yit ogHOpazoBbie maponu. [locie mepexona Ha yCHUIEHHYIO aBTO-
pusanuo Tebe yxke He OyIeT yrpoKaTh OIMMaCHOCTh Kpa)ku WJIH IepexBaTa ILIaTexk-
HOT'O MMapoJis;

3. Beibepu crnoxsblit mapons. [IpecTynHukam OyIeT He IPOCTO yralaaTh
CJIOKHBIN mapoJiib. HazexHble maposy - 3To Maposiu, KOTOpPhIe CoAepiKaT He MeHee
8 3HaKOB M BKJIIOYAIOT B ce0sl CTPOUYHbIE M MPOMUCHBIE OYyKBbI, HU(MPBI U HECKOJIb-
KO CHUMBOJIOB, TaKh€ KakK 3HaK JoJuiapa, (yHTa, BOCKIUIATENbHBIM 3HAK M T.II
Hampumep, $tROng!;;

4. He BBOAM cBOM JIMYHBIE JaHHBIEC HA caiiTax, KOTOPHIM HE JOBEPACIIb.

DIIeKTpOHHAas 1mo4Ta

DJNEeKTpOHHAs MOoYTa - 3TO TEXHOJOTHUS U MPEJOCTABISIEMbIE €0 YCIYTH 10
IIEPECBIIKE U I1OJy4EHHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPbIE paclpeessioTcsl B
KOMITBIOTEpHON ceTH. OOBIYHO 3JIGKTPOHHBIA MOYTOBBIN SIIUK BBITJISIUT CJICIY-
IOIIUM 00pa3oM: UMs_I0NIb30BaTeNA(@uMs_noMeHa. Takxe KpoMme Iepeaadu Mmpo-
CTOr'0 TEKCTa, UMEETCSA BO3MOKHOCTH NepeaBaTh (ailibl.

OcHoBHBIE COBETHI 0 0e30macHoi paboTe ¢ IMEKTPOHHOH MOYTOMH:

1. Hago BbIOparh mpaBUIIBHBIM TIOYTOBBIM cepBUC. B HHTepHETE €eCTh
OTPOMHBIH BBIOOpP OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYYIlle JOBEPSThH TEM,
KOI'0 3Haellb U KTO IEPBbIN B pEHTHUHIE;

2. He yka3pIBall B TU4HOM mouTte JMYHYIO HHQopManuio. Hanpumep, mydrne
BBIOPATh «My3bIKaJIbHBIA (aHaT@» uian «pok2013» BMecTo «Temal3y;

3. Hcnonp3yil OByX3TallHy}O aBTOpHU3alMI0. DTO KOraa IMOMHUMO HapoJs



HY)KHO BBOJUTb KO, IPUCHLIAeMBIi 110 SMS;

4. BeiOepu c10KHBII Tapob. I KaXI0ro MOYTOBOIO SIIHKA H0JKEH ObITh
CBOM Ha/IeKHBIH, YCTOHIMBBIN K B3JIOMY [1apOJIb;

5. Eciu ecTh BO3MOKHOCTH HAlMCaTh CaMOMY CBOW JIMYHBIA BOIpPOC, HC-
[I0JIB3YH 3TY BO3MOKHOCTE;

6. Mcriosib3yil HECKONBKO TOYTOBBIX SIIMKOB. [IepBBIH U1 YacTHOMH mepe-
ITUCKH C aapecaTaMu, KOTOPBIM ThI JOBEpPsIEIIb. JITO IEKTPOHHBINA aapec He HalIo
UCTI0JIb30BaTh IIPH PErUCTpallH Ha popymMax U calTax;

7. He otkpbiBail (ailel U Apyrue BIOKEHHs B IHMCbMax, Jake €CIUd OHH
NPULUIM OT TBOUX Apy3ei. JIydiie yTOYHU y HUX, OTHPABISUIA JIK OHU Tebe 3TU
OEVMISE

8. Ilocne oxkoH4yaHus pabGOTHl Ha MOYTOBOM CEPBHCE MEPEN 3aKpBITHEM
BKJIAJIKH C CaliTOM He 3a0yab HaKaTh Ha «BBIATHY.

KubepOyIMHT UM BUPTYalIbHOE U31€BATENLCTBO

KubGepOymmmHr - mpecienoBaHue cOOOIIEHUAMH, COAEPKAIIMMU OCKOpOIIe-
HUs, arpecCcHio, 3allyTHBaHKie; XYyJIUIaHCTBO; COLUAIbHOE OOMKOTHPOBAHKE C I10-
MOILBIO Pa3IMYHbIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 OOpEOE ¢ KUOEPOYIITHHIOM:

1. He 6pocaiicst B 60#. Jlyuminii crmoco6: OCOBETOBATLCS KaK ceOsl BECTH H,
€CJIK HET TOro, K KOMYy MOYKHO OOpaTUTBCS, TO BHa4aje YCIOKOHUThCA. Eciu Thbl
HayHellb OTBEYaTb OCKOPOJEHUSIMU Ha OCKOPOJCHHS, TO TOJBKO elle OoJblie
pa3okKKelb KOHDIUKT;

2. Ynpasusi cBoel kubepperyTaluei;,

3. AHOHUMHOCTb B ceTd MHUMas. CyIIecTBYIOT CIOCOOBI BBIACHHUTH, KTO
CTOMT 332 aHOHUMHBIM aKKayHTOM;

4. He cTOMT BeCTH XyJIHUTaHCKHH 00pa3 BUPTyalbHOW XWU3HH. MHTepHET
(GHKCcHpyeT Bce TBOM IEHCTBUS M COXpaHseT MX. YIaIuTh uX OymeT KpailiHe 3a-
TPYIHHUTENHHO;

5. Cobmonai ¢BOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuanuHeiii HeratuB. OIHOpPA30BbIe OCKOPOUTENLHEIE CO00-
IIEHUs JIydlle UrHopupoBaThb. OOBIYHO arpeccusl MpeKpalraeTcs Ha HadajabHOMI
CTaauu;

7. baH arpeccopa. B nmporpamMmmax oOMeHa MIHOBEHHBIMH COOOIIEHUSIMH, B
COIIMANIBHBIX CETSAX €CTh BO3MOXXHOCTh OJIOKMPOBKU OTIPABKH COOOIIEHUM C ompe-
JIEIICHHBIX aJIPECOB;

8. Ecnn ThI cBUaeTenb kuOepOyiunra. TBOU OeHCTBHSA: BBICTYIIHTD IIPOTUB
IIpeciieoBares, oKa3aTb €My, UTO ero JIeMCTBUS OIeHUBAIOTCS HETaTUBHO, IOJI-
AepKaTh KEPTBY, KOTOPOH Hy)KHa IICUXOJIOIMYECKas IOMOUIb, COOOLIUThH B3pOC-
JIBIM O (haKTe arpecCUBHOTO MTOBEACHHUS B CETH.

MoO6unbHbIl TenedoH

CoBpeMeHHbIe CMapT(HOHBI ¥ IUIAHIIETHI COAEPXKAT B ceOe BIIOJIHE B3POCIBIH
(yHKLHOHAJI, U Terepb OHU MOTYT KOHKYPHPOBAaTh CO CTAIlMOHAPHBIMH KOMIIBIO-
Tepamu. OJHAKO, CPEICTB 3aIUMUTHI IJIsi HOAOOHBIX YCTPOMCTB IIOKA OYEHbL MAJo.
TecrupoBanue U MOMCK yA3BUMOCTEH B HUX MPOUCXOIUT HE TaK MHTEHCHUBHO, KaK
ast 11K, To ke caMoe KacaeTcst © MOOMITBHBIX TIPUJTIOIKEHHIHA.



CoBpemennble MOOMIBHBIC Opay3ephbl y’Ke NPAKTHYECKU AOTHAIN HACTOJb-
HBIE aQHAJIOTH, OJHAKO paclIMpeHHe (QyHKUMOHANa BIe4YeT 3a CO00i OOJNBIIYIO
CJI0)KHOCTh ¥ MEHBIIYIO 3alIUIIIEHHOCTE.

Jlaneko He BCe NPOU3BOAMUTENH BBITYCKAIOT OOHOBJIEHHS, 3aKpPBIBAIOIIUE
KPUTHYECKHE YSI3BUMOCTHU JJI1 CBOMX YCTPOMCTB.

OcHOBHEIE COBETHI A1 0€30MaCHOCTH MOOHILHOTO TenedoHa:

Hudero He sBiseTcs mo-HacTosmeMy OecruiaTHeIM. Byab ocToposkeH, Benb
Korza Tebe nmpeanararoT GecIuaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPHITHI KaKue-
TO IJIATHBIE YCIYTH;

Hymaii, npexnae yeM otnpaButh SMS, hoTo uiau Buaeo. Thl TOYHO 3HAEIlb,
rje oHU OyJyT B KOHEYHOM HUTOTE?

Heo0xonnmMo 0GHOBIIAT ONEPAlMOHHYIO CHCTEMY TBOEIO cMapT(OHa;

Hcnonp3yi aHTUBUPYCHBIE TPOTPaMMBI AJIs1 MOOHIIBHBIX TeIE(POHOB;

He 3arpyxail mpuaoKeHus OT HEH3BECTHOTO MCTOYHHKA, BEAb OHHU MOTYT
COJIEPIKaTh BPEIOHOCHOE IIPOrpaMMHOE 00eCIIeYeHHE;

[Tocite Toro xaxk Thl BBIAAEIIb C CaliTa, Te BBOAMI JTHUYHYIO UH(MOpMaITHIO,
3aiiu B HaCTPOUMKU Opay3epa u yaaau cookies;

Ilepronuyecku NpoBepsiii, KaKue IUIaTHbIE YCIIYTH aKTHBHPOBAHBI HA TBOEM
HOMEDE;

HaBaii cBOM HOMEp MOOUJIBHOrO Tele(oHa TOJBKO JIOIAM, KOTOPBIX ThI
3Haelllb U KOMY JOBepsielb;

Bluetooth nomxeH OBITH BBIKIIFOUEH, KOT/Ia Thl MM He MOJb3yelnscs. He 3a-
ObIBail HHOTAA IPOBEPSITH ITO.

Online urpsr

CoBpeMeHHbIe OHJIaHH-UTPHI - 3TO KpacouyHbIe, 3aXBaThIBAIOIIME Pa3Bieye-
HHsl, OOBEMHSAIOIINE COTHH THICSY YENIOBEK 110 BceMy MHUpY. MTpOKH HCCIenyroT
JaHHBIA UM MHp, OOLIAIOTCS APYT C APYTrOM, BEIMOJHSIIOT 3aJaHMUsl, CPAKAIOTCS C
MOHCTPaMH H IIOJY4arOT OIIBIT. 3@ YIOBOJBCTBHE OHM IUIATAT: MOKYMAOT ITHCK,
OIJIaYMUBAIOT A00OHEMEHT WU MPUOOPETAOT KaKUe-TO OIILIHH.

Bce otn cpencTBa uayT Ha noazep)kaHue U pa3BUTHE UTPHI, a TAK)KE HA camy
0€e30MacHOCTh: COBEPLICHCTBYIOTCSI CUCTEMbBI aBTOPHU3aLliH, BBIILYCKAIOTCS HOBBIE
nat4y (Hu@poBbIe 3aIlJIaTKH I POTPaMM ), 3aKPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nogoGHBIX HIrpaX CTOUT oOIacathbCs HE CTONBKO CBOUX COINEPHHUKOB,
CKOJIBKO Kpa)Xd TBOEro IMapoJis, Ha KOTOPOM OCHOBaHa CHCTeMa aBTOPU3AlUH
OONBIIMHCTBA UTP.

OcHOBHBIE COBETHI 10 OE30TTACHOCTH TBOEr0 UIPOBOrO aKKAyHTa:

1. Eciiu npyroil urpok BeneT cedsl IJI0X0 HIIM Co3/aeT Tebe HENpPUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Iloxamy¥cst aIMHHUACTpATOpaM HUIPhl Ha IUIOXO€ MOBEACHHE 3TOT0 UIPO-
Ka, )KeJIaTeJIbHO IIPHIIOKUTD KaKue-TO J0Ka3aTeIbCTBa B BHJI€ CKPHHOB;

3. He ykasbIBail muuHyto nH(opManuio B npodaiiie urpsr;

4. YBaxkall Ipyrux y4acTHUKOB II0 UTPE;

5. He ycranaBnuBail HeoHumaabHbIe aTYA U MOJIBL;

6. Ficnonp3yH CJI0KHbBIE U pa3HbIe [1apoJIH;

7. Jaxe BO BpeMsl UIpBl HE CTOMT OTKJIIOYaTh aHTHBHpYC. [loka ThI mMrpa-



€1lIb, TBOM KOMIIBIOTEP MOTYT 3aPa3HTh.

@OUUIMHT WK KpaKa THYHBIX JaHHBIX

OOBI4HON KpaKeH JIeHer M JOKYMEHTOB CEeroHs y)Ke HHKOTO He YIHMBHIIb,
HO C Pa3BUTHEM HHTEPHET-TEXHOJOTUH 3JI0YMBINIIEHHUKU MEPEMECTUINCE B HH-
TEPHET, U MIPOJIOJIKAIOT 3aHUMATHCS «TTFOOUMBIMY EJIOM.

Tax mosiBHnach HoBas yrposa: MHTEPHET-MOLIEHHMYECTBA WM (DUIIMHT,
I7IaBHAs LeJIb KOTOPOTO COCTOUT B IOJTYUEHUU KOH(PUIEHIIHATLHBIX JaHHBIX [0JIb-
30Barelied - JOTMHOB M maponed. Ha aHrmuiickom s3eike phishing umTaercss xak
¢uumnr (ot fishing - peOHas 0BIIsL, password - 1apoJIk).

OCHOBHBIE COBETHI 110 GOPBOE ¢ PUIIUHIOM:

1. Cnenu 3a cBouM akkayHToMm. ECiii THI IOmO3peBaellb, YTO TBOSI aHKETa
OblTa B3/IOMaHa, TO HEOOXOAMMO 3a0JI0KHPOBATH €€ M COOOIIMTH aqMHHUCTPATO-
paM pecypca 00 3TOM KaK MOXHO CKOpEE;

2. Hcnonp3yit 6e3onacHble BeO-CalThl, B TOM YHCIIE, HHTEPHET-MAra3uHoB U
IIOUCKOBBIX CHCTEM;

3. Hcnonb3yit ciioXHble U pasHble napoiu. Takum o6pa3oM, ecid TeOs
B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH [TOJy4aT JOCTYH TOJIBKO K OJHOMY TBOEMY IIPO-
GUITIO B CETH, a HE KO BCEM;

4. Ecii Te0s B31OMaii, TO HEOOXOAUMO MPEAYIPEIUTE BCEX CBOMX 3HAKO-
MBIX, KOTOpbI€ J00aBIeHbl Y TeOS B APY3bAX, O TOM, 4TO TeOs B3JIOMaIH H, BO3-
MOXHO, OT TBOErO0 MMEHHM OyAeT pacChlIaThCs CHaM M CCBUIKM Ha (DMIIMHIOBBIE
CamThl;

5. YcranoBu HanexHbld napois (PIN) Ha MOGUITBHEIH TenedoH;

6. OTKII09HM cOXpaHeHue napoiist B Opaysepe;

7. He oTkpeIBail (aiiipl u Apyrue BIOXKEHHs B MUChbMAxX, JAXe €CIU OHU
NPHILIA OT TBOMX Apy3eH. Jlydiie yTO4HU y HUX, OTHPABISIIA K OHU Tebe 3TH
(bainsl.

[lndposas pemyrarus

[Mudposas pemyranust - 3TO HeraTUBHAs WM TO3UTHBHAs WH(OpMALUS B
cetu o tebe. Komnpomerupyromas nHGopMarus, pasmMenieHHas B UHTEPHETE, MO-
’KET Cepbe3HBIM 00pa30M OTpa3UThCA Ha TBOeH peanbHOM ku3HU. «[{udposas pe-
IIyTalus» - 3TO TBOM MMHIK, KOTOPBIA ¢opMupyercs u3 uHbopMauuu o tedbe B
UHTEPHETE.

TBoe MecTo x)uTenbcTBa, yueObl, TBOE (QHUHAHCOBOE ITOJIOKEHHE, 0COOEHHO-
CTH XapaKTepa U paccKasbl 0 OJU3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noapoCTKH JETKOMBICIIEHHO OTHOCSATCS K IyOJIMKALIMK JTUYHON HH-
dopmanuu B VHTepHeTe, He MOHWMAss BO3MOKHBIX IOCIeACTBUIl. Thl gake He
CMOJKEIb JOTafaThCs O TOM, 4TO (oTorpadusi, pa3mMelieHHas 5 JeT Ha3al, cTajia
PUYMHON OTKa3a NPHHATH TeOs Ha paborTy.

Kommenrapuu, pasmelienue TBoux ¢ororpaduii U Apyrue IeiCTBHS MOTYT
HE UCYE3HYTh Jake IOCJe TOTo, KaK Thl UX YAalHIIb. Bl He 3Haellb, KTO COXpa-
HUJI 3Ty MH(OPMALMIO, TI0Naja JIH OHA B IIOMCKOBBIE CHCTEMBI M COXPaHMJIACh JIN
OHAa, a TJIaBHOE: YTO IOAYyMalOT O Tebe OKpy’KalollHue JIIOIU, KOTOphle HAWAYT U
yBUAAT 3T0. HaiiTd nH()OpMaLuI0 MHOIO JIET CIYCTSA CMOJKET JIFO00# - KaKk u3 J00-
pbIX MOOYXJIEHUH, TaK U ¢ HAMEPEeHHEeM MPUYUHHUTH BpPed. JTO MOXKET OBITh KTO



YTOZHO.

OcHOBHEIE COBETHI 110 3aIUTe U(GPOBOH PeITyTaLHH:

1. ITomymaii, mpeskzie 4eM 4To-To MyOIMKOBaTh U IIEpeaaBaTh y cedst B 6iore
WJIH B COLIMAJILHOM CETH;

2. B mactpoiikax mpo¢uis ycTaHOBH OTPaHWYEHHS HAa IIPOCMOTP TBOETO
NPOMHIIA M €r0 COAEPKUMOTO, ClIENail €ro TONBKO «IUIA ApY3eil;

3. He pasmelnaii u He yka3plBail HHGOPMAIIUIO, KOTOpas MOXKET KOro-JI10o
OCKOPOJISTE MIIH OOHXKATh.

ABTOpCKOE MpaBo

CoBpeMeHHBIE IIKOIBHMKH - AKTHBHBIE IOJIB30BaTeNd LU(POBOro Mpo-
cTpaHcTBa. OQHAKO JajJeKO He BCe 3HAIOT, YTO MOJIb30BaHHE MHOTUMH BO3MOYKHO-
CTAMH UU(PPOBOro Mupa TpedyeT COOMIOACHHs MPpaB Ha MHTEIUIEKTYalbHYI CO0-
CTBEHHOCTb.

Tepmun «uHTeNIEKTyaTbHAsE COOCTBEHHOCTB» OTHOCHTCS K pa3IH4YHBEIM
TBOPEHUSIM YE€JIOBEYECKOI0 YMa, HAUYMHAsA C HOBBIX M300PETEHHMH M 3HAKOB, 000-
3HAYaIOIIUX COOCTBEHHOCTh Ha MPOMYKTHI M YCIYTH, U 3aKaHYMBasi KHUramu, (o-
TOrpausIMu, KHHOQHIbMaMU 1 MY3bIKAJIbHBIMH [TPOU3BEIEHUAMU.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha WHTEJUICKTYyalbHYIO COOCTBEHHOCTH Ha
IIPOU3BEACHUS HAYKH, JTUTEPATYphl U UCKYCCTBA. ABTOPCKHE MpaBa BBICTYMAIOT B
Ka4yecTBe TapaHTHH TOr0, YTO MHTEJUIEKTYaJIbHBIM/TBOPUECKHH TPyl aBTOpa He Oy-
A€T HalpPacHBIM, 1aCT €My CIpaBeUIMBble BO3MOXXHOCTH 3apaboTaTh Ha pe3yibTa-
TaX CBOCrO TPyJa, ITOJIy4YUTh W3BECTHOCTh U Ipu3HaHue. Hukro 6e3 paspemeHus
aBTOpa HE MOXKET BOCIIPOM3BOJAUTH €ro IPOU3BEJEHHE, PACIIPOCTPAHATD, ITyOIHY-
HO JIEMOHCTPHPOBATh, IPOAABaTh, UMIIOPTHPOBATh, IIyCKATh B MPOKAT, IIYOIHYHO
MCITOJTHATE, TOKA3bIBATH/UCIIONHATD B 3(hupe WIH pa3Mmeniats B MIHTepHeTe.

Hcnons3oBanne «IUMpaTCKOro» MporpaMMHOI0 00ecIeueH s MOYKET IIpHBe-
CTH K MHOIMM PUCKaM: OT IOTePH AAHHBIX K TBOHM aKKayHTaM 10 OJIOKHPOBKH
TBOET0 yCTPOWCTBA, IZle YCTaHOBIEHA HeJerajibHasl mporpamma. He crout takske
3a0bIBaTh, YTO CYLIECTBYIOT JIerajbHble M OeCIUIaTHbIE IPOTPAMMEI, KOTOPBIE
MOXHO HAaliTU B CETH.

O nopraine

CereBn40K.pd - TBOI IVIaBHBII COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH
0 0€30MacHOCTH B CETU MOHATHBIM M JOCTYIIHBIM SI3bIKOM, & IPH BO3HHUKHOBEHUH
KPUTHYECKOH CHUTyallud OOpaTUTHCS 3a COBETOM. A Tak)Ke IMPUHATH y4acTHE B
KOHKYpCax U cTaTh caMbIM LHU(GPOBBIM I'PaXKIaHUHOM !



